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XAC NHAN PONG Y CUNG CAP VA CHO PHEP XU LY DU LIEU CA NHAN
CONSENT CONFIRMATION FOR THE PROVISION AND PROCESSING OF PERSONAL DATA

Bang viéc tich chon vao 6 “Pong y”/“Ung tuyén”, Anh/Chi xac nhan ring Anh/Chi da doc, hiéu va hoan
toan dong y voi nhitng Piéu khoan va diéu kién vé thu thap, xir Iy va bao vé dir li¢u c4 nhan trong hoat
dong tuyén dung, quén ly nguoi lao dong ciia SHBFinance (sau diy goi 1a “NHA TUYEN DUNG”) va
dong y cung cap thong tin ¢ nhan cia minh cho NHA TUYEN DUNG véi nhiing diéu khoan va diéu kién
nhu sau:

By checking the box "Agree"/" Apply"', you confirm that you have read, understood, and fully agree to the
Terms and Conditions regarding the collection, processing, and protection of personal data in
recruitment, management employees of SHBFinance (hereinafter referred to as the “RECRUITER”), and
agree to provide your personal information to the RECRUITER under the following terms and conditions

1. DPinh nghia/Definitions

1.1. “Dir liéu ca nhan” 1a dit liéu s6 hodc thong tin dudi dang khac xac dinh hodc gitip xac dinh mdt con
nguoi cu the, bao gom: dir liéu cd nhan co ban va dir liéu ca nhan nhay cam.

“Personal Data” means digital data or information in other forms that identifies or helps identify a specific
individual, including basic personal data and sensitive personal data. Personal data that has been
anonymized is no longer considered personal data.
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1.2. “Dix liéu ¢4 nhén co ban” 13 dir liéu ca nhan phan anh cac yéu t6 nhan than, lai lich phd bién, thuong

xuyeén st dung trong cac giao dich, quan hé xa hoi, thugc danh muc do Chinh phu ban hanh.

“Basic Personal Data” means personal data reflecting commonly used identifying and background
elements of an individual, frequently used in transactions and social relations, and falling within the list
promulgated by the Government

1.3. “Dir liéu c4 nhan nhay cam” 1a dit liéu ca nhan gin lién v&i quyén riéng tu cta ca nhan, khi bi xdm
pham s& gdy anh huong truc tiép dén quyén, loi ich hop phap cua co quan, t6 chic, ci nhan, thudc danh
muc do Chinh pht ban hanh.

“Sensitive Personal Data” means personal data associated with an individual s privacy, which, if infringed
upon, would directly affect the lawful rights and interests of agencies, organizations, or individuals, and
falls within the list promulgated by the Government.

1.4. “Bao vé dir liéu c4 nhan” 1a viéc mot Bén sir dung luc lwong, phuong tién, bién phap dé phong, chdng
hoat dong xam pham dir li€u ca nhan.

“Personal Data Protection” means the use by a Party of personnel, facilities, and measures to prevent and
combat acts of infringement upon personal data.

A

1.5. “Xir ly dit li€éu ca nhan” 1a hoat dong tac dong dén dit liéu ca nhan, bao gém mot hodc nhiéu hoat
dong nhu sau: thu thap, phan tich, téng hop, ma hoéa, giai ma, chinh sira, x6a, huy, khir nhan dang, cung
cép, cong khai, chuyén giao dit liéu ca nhan va hoat dong khac tac dong dén dit liéu ca nhan.
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“Personal Data Processing” means activities that have an impact on personal data, including one
or more of the following activities: collection, analysis, aggregation, encryption, decryption,
editing, deletion, destruction, anonymization, provision, disclosure, transfer of personal data, and
other activities that affect personal data.

2. Muc dich xir ly dir liéu ca nhan/ Purposes of Personal Data Processing

NHA TUYEN DUNG tién hanh xir Iy dit liéu ca nhan do Anh/Chi cung c4p nhim muc dich:
The RECRUITER processes the personal data you provide for the purpose of:

(1) Thu thap thong tin Gmg vién tiém ning dé tuyén dung theo nhu ciu doanh nghiép/ Collecting information
of potential candidates for recruitment in accordance with business needs;

(2) Thyc hién cac budc trong quy trinh tuyén dung va danh gia nang luc ting vién/ To carry out the steps in
the recruitment process and assess candidate qualifications;

(3) Thue hién cac hoat dong quan 1y ndi bd doanh nghiép nhu lao dong, hanh chinh, ké toan, an ninh - an
toan, cuia Bén kiém soat dit liéw/ Carrying out internal corporate management activities, such as human
resources, administration, accounting, and security/safety, of the Personal Data Controller,

(4) Dung lam thong tin dau vao khi Chu thé dit liéu duoc tuyén dung vao NHA TUYEN DUNG lam viéc/
Serving as input information if the Data Subject is recruited to work at the RECRUITER;

(5) Luu trit dit lidu Gmg vién cho cac vi tri tuyén dung trong tuong lai (khi Gmg vién ddng ¥)/ To retain
candidate data for future recruitment opportunities (with candidate consent),;

(6) Pam bao an ninh h¢ thong, phong chdng gian 1an tuyén dung/ To ensure system security and prevent
recruitment fraud.

3. Thu thap va xi ly dir li€u/ Collecting and Processing Personal Data

3.1. Thu thép di liéw/ Data collection:

- Do tmg vién cung cp tryc tiép qua ho so g tuyén, email, phong van hodc hé thong tuyén dung;
Directly from candidates via applications, email, interviews, or recruitment systems,

- Tir co quan c6 thim quyén hodc bén thir ba (khi c6 sy ddng ¥ clia ing vién);
From competent authorities or third parties (with candidate consent);

- Tir cac hé thong ndi bo khi ing vién tmg tuyén qua nén tang hodc img dung tuyén dung;
From internal systems when candidates apply through the platform or recruitment applications;

- Tir cc d6i tac tuyén dung ky két hop tac cung ting dich vu nhan sy va dbi tac dong ¥ chia sé dir lidu ca
nhan ciia (mg vién cho NHA TUYEN DUNG.
From recruitment partners who have signed cooperation agreements to provide human resources
services and partners who agree to share candidates' personal data with RECRUITER.

3.2. Xt Iy dir liéu ca nhan /Processing of Your Personal Data
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- NHA TUYEN DUNG cam két chi xtr ly dng muc dich, pham vi da dugc thong bao.

RECRUITER commit that data must be processed in accordance with the purposes and scope previously
notified.

- Moi hoat dong xtr Iy dir liéu phai c6 su dong ¥ ctia tng vién/ngudi lao dong.

Any processing of special categories of data (such as sensitive data) requires explicit consent from the
candidate.

- Khong dugc tu y chinh stra, sao chép, chia sé hoac st dung dir liéu ngoai pham vi cong viéc.
Unauthorized modification, copying, sharing, or use of data beyond work purposes is strictly
prohibited.

- Truong hop xtr 1y dir liéu khong can sy ddng ¥ cua chu thé dit lidu bao gdm cac truong hop thuc hién

hop déng, nghia vu phap ly, bao v¢ lgi ich séng con, cong khai dir li€u theo luat, va phuc vu co quan
nha nude c6 thAm quyén trong tinh trang khan cép; dac biét, viéc xur ly dir li¢u tng vién dé thuc hién
hop ddng lao dong (hop ddng thir viée, chinh thirc).
Cases where personal data may be processed without the consent of the data subject include:
performance of a contract, fulfillment of legal obligations, protection of vital interests, disclosure of
data as required by law, and serving competent state authorities in emergency situations, in particular,
the processing of candidate data for the purpose of performing labor contracts (probationary or official
employment contracts).

4. Quyén ciia Chii thé dir liéu/Rights of the Data Subject

- Duoc biét vé hoat dong xt ly dir li€u ca nhan;
1o be informed about the processing of personal data,
- Ddng ¥ hoic khong ddng ¥, yéu cau rit lai sy dong ¥ cho phép xir Iy dit liéu ca nhan;
To agree or disagree, or to request the withdrawal of consent to the processing of personal data,
- Xem, chinh sura hoac yéu cau chinh stra di liéu ca nhan;
To view, edit, or request the editing of personal data,
- Yéu ciu cung cép, x6a, han ché xir Iy dit liéu ca nhan; giri yéu cau phan dbi xtr Iy dir liéu ca nhan;
To request the provision, deletion, or restriction of the processing of personal data, to submit a request
to object to the processing of personal data;
- Khiéu nai, t6 cao, khoi kién, yéu cau boi thuong thiét hai theo quy dinh ctia phap luat;
To file complaints, denunciations, lawsuits, or claim compensation for damages as prescribed by law;
- Yéu céu co quan c¢6 thdm quyén hodc co quan, t chic, c4 nhan lién quan dén xu 1y dit liéu c4 nhan
thuc hién cac bié€n phap, giai phap bao v¢ dii li€u ca nhan cua minh theo quy dinh cia phap luat.
1o request competent authorities or agencies, organizations, or individuals involved in the processing
of personal data to implement measures and solutions to protect their personal data as prescribed by
law.

5. Thoi gian lwu triv/ Data Retention Period

- Dit liéu img vién khong tring tuyén duoc luu theo dinh ngi by cia NHA TUYEN DUNG;
Data of unsuccessful candidates is stored according to RECRUITER's internal regulations.

- Dit liéu tng vién triing tuyén duoc Iuu theo thoi han cua ho so nhan sy theo quy dinh ndi bo ciia NHA
TUYEN DUNG va céac quy dinh phép luat lién quan.
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Data of successful candidates is retained in accordance with HR file retention requirements according
to internal regulation of RECRUITERe and relevant legal regulations.

- Dt li€u qua thoi han Iuu tritr phai dugc x6a hodc huy an toan theo quy trinh bao mét.

Data exceeding the retention period must be deleted or destroyed securely following the security
protocol.

- Trudng hop Chu thé dir liéu khong duogc tuyén dung hodc tir chdi tuyén dung thi Chu thé dir liéu cam

két khong huy ngang viéc cho NHA TUYEN DUNG duge thyc hién luu trit dir liéu c4 nhan ma Chu
thé dir lidu da cung cép theo thoi han quy dinh Khoan 1 Didu nay. NHA TUYEN DUNG cam két thuc
hién Iuu trit va bao mat dit liéu ca nhan cua Chu thé dit liéu theo ding quy dinh phap luat.
In the event that the Data Subject is not recruited or declines the job offer, the Data Subject irrevocably
commits to allowing RECRUITER to store the personal data that the Data Subject has provided
according to the term regulated in Clause 1 of this Article. RECRUITER undertakes to store and protect
the personal data of the Data Subject in strict compliance with applicable laws and regulations.

6. Chia sé dir li€u v6i bén thwr ba/ Data Sharing with Third Parties

NHA TUYEN DUNG chi chia sé dit liéu (ng vién trong cac trudng hop sauw/ Candidate data may only be
shared by RECRUITER in the following cases:

6.1 Vi don vi ndi bo phuc vu cong tac tuyén dung va phé duyét nhan su.
With internal units for recruitment and personnel approval purposes.

6.3 V&i co quan quan Iy nha nude theo yéu cau phap luat.

With state authorities as required by law.

6.3 V&i nha cung cip dich vu thdm dinh nhan sy, kiém tra thong tin hodc hé théng tuyén dung kém theo
cam két bao mat.

With service providers performing background checks, information verification, or recruitment system
operations under confidentiality commitments.

6.4 Trong trudng hop c6 hoat dong chuyén dit liéu ra nudc ngoai, NHA TUYEN DUNG cam két/ In the
event of cross-border data transfer, RECRUITER undertakes to:

(1) tuan thu dﬁy du quy dinh tai Luat bao vé dit liéu ca nhan;

fully comply with the provisions of the Law on Personal Data Protection;

(ii) théng bao cho co quan quan 1y nha nuéce c6 thdm quyén vé hoat dong chuyén dit liéu; va
notify the competent state management authority of the data transfer; and

(iii) bao dam di liéu dwoc bao vé theo tiéu chudn tuong duong voi quy dinh phép luat Viét
Nam vé bao v¢ dit liéu c4 nhan.
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ensure that the data is protected in accordance with standards equivalent to those prescribed by
Vietnamese law on personal data protection.

7. Bao mat va an toan dir liéuw/ Data Security and Protection

7.1 NHA TUYEN DUNG s& ap dung céc bién phéap an toan thong tin theo tiéu chuan nganh tai chinh —
ngan hang (ma hoa dit liéu, phan quyén truy cap, gidm sat bao mat...).

RECRUITER will apply information security measures in line with financial-banking industry standards
(data encryption, access control, security monitoring, etc.).

7.2 Céc hanh vi bi nghiém cam/ Strictly prohibited:

- Sao chép, thu thap di li¢u trai phép;
Unauthorized copying or collection of data;

- Trao d6i dit lidu Gmg vién qua kénh khong an toan;
Exchanging candidate data through insecure channels;

- Chiém doat, tiét 16 hodc mua ban dit liéu ca nhan;
Appropriating, disclosing, or trading personal data;

- Céc hanh vi bi nghiém cdm khéc theo quy dinh phap luét.
Other prohibited actions accroding to the regulations of law.

8. Kiém tra tham chiéu/ Check the reference

NHA TUYEN DUNG c6 thé ty minh tién hanh kiém tra 1y lich cia Anh/Chi hodc thdng qua bén tha ba
thyc hién viéc nay thay mat NHA TUYEN DUNG. Viéc kiém tra tham chiéu s& chi lién quan dén thong tin
vé qua trinh lam viéc trudc d6 cia Anh/Chi hoac pham vi khac dugc phap luat cho phép va phuc vu truc
tiép cho muc dich tuyén dung.

The RECRUITER may conduct background checks on you directly or engage a third party to carry them
out on our behalf. Reference checks will be limited to information regarding your previous employment or
other matters permitted by law and will be conducted solely for recruitment purposes.

Anh/Chi bao dam rang di c6 moi sy chap thuan can thiét tir nguoi tham chiéu cho viéc cung cip thong tin
ctia ho trong hd so mg tuyén ciia Anh/Chi ¢ NHA TUYEN DUNG hoic bén duoc ity quyén lién quan.

You warrant that you have obtained all necessary consents from your referees for the provision of their
information in your application so that the RECRUITER or its authorized parties may use it accordingly.

9. Riit lai sy dong y/Withdrawal of consent
Bét ky luc nao Anh/Chj déu c6 thé théng bao viée rit lai sy dong ¥ cia minh theo quy dinh tai Muc 4 Xac

nhén nay ddi véi viéc tiép tuc str dung, tiét 19, luu trir va / hoac xtr ly Dir li€u ca nhéan cua Anh/Chi cho bét
ky muc dich ndo nhu d néu & trén bang cach lién hé véi NHA TUYEN DUNG theo thong tin sau:
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You may at any time notify the withdrawal of your consent for the continued use, disclosure, storage, and/or
processing of your personal data for any of the purposes mentioned above by contacting the RECRUITER
at the following information:

Cong ty Tai chinh TNHH Ngan hang TMCP Sai Gon — Ha Ni
SHBank Finance Company Limited
Dia chi: Tang 6, toa Gelex, s6 52 Lé Dai Hanh, Phuong Hai Ba Trung, Ha Noi
Adress: 6th Floor, Gelex Tower, 52 Le Dai Hanh Street, Hai Ba Trung Ward, Hanoi
S dién thoai: (024) 7109 8888/Phone: (024) 7109 8888

Email: tuyendung@shbfinance.com.vn

Trong trudng hop Anh/Chi rut lai sy dong y, NHA TUYEN DUNG sé& khong thé tiép tuc xur 1y ho so tng
tuyén ctia Anh/Chi. Ho so cia Anh/Chi ¢6 thé bi x6a khoi hé théng va qua trinh tuyén dung ddi voi Anh/Chi
s& phai dimg lai. Diéu nay c6 thé dan dén viéc Anh/Chi khong thé tiép tuc tham gia phong van, danh gia,
hodc nhan két qua tuyén dung tir NHA TUYEN DUNG.

In the event you withdraw your consent, the RECRUITER will no longer be able to process your application.
Your application may be deleted from the system, and the recruitment process concerning you will have to
cease. This may result in your inability to continue participating in interviews, assessments, or receive
recruitment results from the RECRUITER.

Céc dir liéu di cung cap trude ddy s& khong thé duge sir dung va xtr Iy cho bét ky muc dich nao khac, trir
khi phap luat c6 quy dinh khac.

The data previously provided will no longer be used or processed for any other purposes, unless otherwise
required by law.

10. Cac riii ro va nhirng bién phap an toan/Risks and Safety Measures

Chu thé dit liéu nhan thic dugc rang cho du duge NHA TUYEN DUNG 4p dung céc bién phap bao mat va
cac bién phap quan ly nghiém ngat nhat, rai ro xay ra cic cudc tan cong mang hay danh cap dir liéu 14 van
c6 thé xay ra.

The Data Subject acknowledges that, even if the Personal Data Controller and/or the Personal Data
Processor implements the strictest security and management measures, the risk of cyberattacks or data theft
may still occur.

Trong nhiing truong hop xay ra su ¢6 hodc trong cac tinh trang bat kha khang, Cha thé dit liéu hiéu rang
minh ¢6 thé gap nhiing rui ro tir viéc dif liéu ca nhan ctia minh c6 thé bi st dung mot cach bét hop phap va
Anh/Chi ¢6 thé chiu rui ro lién quan dén cac hanh vi lra dao hodc cic hoat dong bat hop phap khac ciia
nguoi su dung trai phép.
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In the event of an incident or in cases of force majeure, the Data Subject understands that they may face
risks arising from the potential unlawful use of their personal data and may be exposed to risks related to
fraud or other illegal activities conducted by unauthorized users.

11. Xdc nhin dong y cung cAp va cho phép xir Iy dir liu ca nhan/Consent Confirmation for the
Provision and Processing of Personal Data

Chu thé dir lidu dong ¥ cho phép NHA TUYEN DUNG xir 1y dit liéu ca nhan theo quy dinh tai ban Xac
nhan nay. Ban Xac nhan nay co thé duoc cap nhat, stra ddi va phu hgp theo quy dinh cua phép luét va chi
c6 gia tri sau khi Chu thé dit liéu dong .

The Data Subject agrees to allow the Personal Data Controller to process personal data in accordance
with the provisions of this Consent Confirmation. This Consent Confirmation may be updated or amended
in accordance with the law and shall only take effect upon the Data Subject s consent.



